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  Abstract: With the high data sharing options there have been increasing demands and concerns for distributed data security; 

enforcement of access policies is one of the challenging issues. Cipher text policy attribute-based encryption is becoming a promising 

cryptographic solution to this issue. It enables data owners to define their own policies over user attributes distributed. The advantage 

comes with a major drawback which is known as a key escrow problem. This is not suitable for data sharing scenarios where the data 

owner would like to make their private data only accessible to designated users. Applying CP-ABE in the data sharing system 

introduces another challenge with regard to the user revocation since the access policies are defined only over the attribute universe. In 

this approach we propose a novel CP-ABE scheme for a data sharing system by exploiting the Characteristic of the system architecture. 

(1) Escrow-free key issuing protocol solves the key escrow problem. (2) Fine-grained user revocation per each attribute could be done by 

proxy encryption which takes advantage of the selective attribute group key distribution on top of the ABE. The performance and 

security analyses indicate that the proposed scheme is efficient to securely manage the data distributed in the data sharing system. 
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1. INTRODUCTION 

 

 Recent   development of the n e t w o r k  and 

com- puting technology enables many people  to easily 

share   their   data   with   others   using   online external 

storages.  People   can  share   their   lives  with  friends by  

uploading their  private photos or  messages into the   

online   social   networks  such   as  Facebook   and 

MySpace;  or upload highly  sensitive  personal health 

records (PHRs)  into  online  data  servers such  as 

Microsoft HealthVault, Google Health for ease of   

sharing with  their  primary doctors or for cost saving.  

As people  enjoy  the  advantages  of these  new  

technologies and  services,  their  concerns about  data  

security and access control  also arise.  Improper use of 

the data by the storage server or unauthorized access by 

outside users co u l d  b e  potential threats t o  their data .   

 

1.1 Related Work  

ABE comes in two flavors called key-policy ABE 

(KP- ABE) and   ciphertext-policy ABE (CP-ABE).  In  

KP- ABE, attributes are  used   to  describe the  

encrypted data  and  policies  are built  into  users’  keys;  

while  in CP-ABE, the attributes are used  to describe 

users’ credentials, and an encrypt or determines a policy 

on who can  decrypt the  data.  Between  the  two  

approaches, CP-ABE is more  appropriate to the  data  

sharing sys- tem  because  it puts  the access policy  

decisions in the hands of the  data  owners. 

 

1.1.1 Removing Escrow 

Most  of  the  existing   ABE  schemes are  

constructed on  the  architecture  where   a  single   

trusted  authority,  or  KGC  has  the  power to  generate 

the  whole private keys  of  users   with   its  master  

secret  information. Thus,  the  key  escrow problem is 

inherent  such  that  the  KGC  can  decrypt every  

ciphertext addressed to users  in the  system by 

generating their  secret  keys  at any  time.  

 

1.2 Contribution 

  In this p a p e r ,   we p r o p o s e  a novel C P -ABE 

scheme for a secure data  s h a r i n g  system, which 

f e a t u r e s  the following achievements. First,   the   key  

escrow   problem  is  resolved  by  a key  issuing 

protocol   that  exploits   the  characteristic of the  data  

sharing system architecture. The  key  is- suing  protocol  

generates and  issues  user  secret  keys by performing a 

secure  two-party computation (2PC) protocol   

between the KGC and  the data  storing center with their 

own master secrets.  

fine-grained user a c c e s s  c o n t r o l    can b e  possible. 

Even if a user is revoked from some attribute groups,  he  

would still  be able  to decrypt the  shared data   as  long  

as  the  other   attributes that   he  holds satisfy  the  access  

policy  of the  ciphertext. Data  owners need  not be 

concerned about  defining any  access  policy  for  users,  

but  just  need  to  define only the access policy for 

attributes as in the previous ABE schemes. The proposed 
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scheme d e l e g a t e s  most laborious tasks of membership 

management and user revocation to the data storing 

center while the KGC is responsible for the attribute key 

management as in the previous CP-ABE schemes 

without leaking a n y  confidential information to the 

other p a r t i e s . Therefore, the proposed scheme is the 

most suitable for the data sharing scenarios where  users  

encrypt the  data  only once  and  upload it  to  the  data  

storing centers. 

 

2. Data Sharing Architecture 

 

 In this section, we describe the data shar ing 

architecture and define t h e  security model. 

 

2.1 System Description and Key Management 

 Fig. 1 shows the  architecture of the data shar ing  

sys- tem, which co ns i s t s  o f  the following system 

entities: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1. Architecture of data sharing system 

 

1. Key generation center:  It is a key authority that 

generates public and  secret parameters for CP- ABE. It is 

in charge o f  issuing, revoking, and updating attribute 

keys for users.   

2. Data storing center: It is an entity that provides a data 

sharing service. It is in charge of controlling the accesses 

f ro m outside users t o  the storing data and providing 

corresponding contents ser- vices. The data storing center  

is another key authority that  generates personalized user  

key with  the  KGC. 

 

3. Data  owner:  It is a client  who  owns  data,  and wishes  

to upload it into the external data  storing center  for ease  

of sharing or for cost  saving.  A data owner is 

responsible for defining (attribute- based) access policy, 

and enforcing it on its own data   by encrypting the d a t a    

under the p o l i c y  before distributing it. 

 

4. User: It is an entity who wants to access the data. If a 

user  possesses a set  of attributes satisfying the  access  

policy  of the encrypted data,  and  is not revoked in any 

of the valid  data. 

 

2.2 Threat Model and Security Requirements 

 

1) Data confidentiality: Unauthorized users who do not 

have enough attribute satisfying the access policy 

sho uld  be prevented from accessing t h e  plaintext of the 

data. Additionally, the KGC is no longer fu l l y  trusted in 

the data shar ing  system.. 

2) Collusion-resistance: Collusion-resistance is one of the 

most important security property required in ABE 

systems If multiple users  collude,  they  may  be  able  to  

decrypt a ciphertext by combining their  attributes even  

if each of the users  cannot  decrypt the ciphertext alone. 

We do not want t h e s e  c o l l u d e r s  to be able to decrypt 

the private data in the server by combining their 

attributes.  

 

3) Backward and  forward Secrecy:  In  the  context of 

attribute-based encryption, backward secrecy means   

that   any   user   who   comes   to  hold   an attribute (that  

satisfies  the access policy)  should be prevented from 

accessing  the plaintext of the previous data   distributed 

before  he  holds   the attribute.  

 

 

3. Preliminaries and Definition 

 

3.1 Cryptographic Background 

 

We first provide a formal d efini t io n  for access 

struc- ture by recapitulating the definitions in [4], [5]. 

Then we will briefly review t h e  cryptographic 

background about t h e  bilinear map and its security 

assumption. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. An example of access tree 

 

4. Proposed CP-ABE Scheme 

 

 The  first   step   of  the   key  issuing  protocol   is  

to generate the  user  secret  keys  using  secure  2PC 

protocol  between the  KGC and  the  data  storing center.  

 

 

4.1.1   Description 

 

Let T be a tree representing an access structure. 

Each non-leaf n o d e  o f  the tree represents a threshold 

gate. 
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Scheme Revocation granularity Key escrow 
BSW timed  attribute revocation yes 
BCP-ABE2 immediate user revocation yes 
YWRL immediate user revocation yes 
Proposed immediate user revocation no 

 

 
 

Fig. 3. Key generation protocol 

 

 

 

4.1.2 Satisfying an Access Tree 

 Let Tx   be the sub t ree  o f  T rooted at the node  

x . If a  set  of  attributes γ satisfies   the  access  tree  Tx , 

we denote it as Tx (γ) = 1. We compute Tx (γ) 

recursively as follows.  If x is a non-leaf n o d e , evaluate  

Tx (γ) for all children x   of node x . Tx (γ) returns 1 

iff at least kx   children return 1. If x is a leaf node, 

t h e n  T x  (γ) returns 1 iff λx ∈  γ. 

 

4.2 Scheme Construction 

 

 Let G0   be a bilinear group of prime order p, 

and let g be a generator of G0. Let e:  G0 ×G0 → G1   

denote the bilinear map.  A security parameter, κ, will 

determine the s i z e  o f  the g r o u p s .  We  will  also  

make   use  of Lagrange coefficients  Δi,Λ  for  any  i ∈  

Z∗    and  a set. 

 

4.3 Key Update 

 

The key update procedure is launched by the 

KGC when   it r ece ives    a j o in  o r  l e a v e    request for 

s o m e  attribute groups from a  user.  On  receipt   of  the  

re- quest,  the  KGC notifies  the  data  storing center  of 

the event  and  sends  the  updated membership list of 

the attribute group to  it.  When t h e  d a t a    storing 

center receives t h e  notification, it rekeys t h e  

corresponding Attribute group key.  Without loss of 

generality, sup- pose   there   is any   membership 

change   in G i      (e.g., a u s e r    comes   to h o l d    or 

d r o p    an   attribute λi     at some time instance). 

 

5. Scheme Analysis 

 

In this section,  we analyze and  compare the 

efficiency of  the  proposed scheme  with  the  previous  

CP-ABE schemes (that  is, Bethencourt et  al.’s scheme  

(BSW)  Attrapadung’s scheme  , and  Yu et al.’s scheme  ) 

in theoretical and  practical aspects. Then, the efficiency 

o f  the proposed scheme is demonstrated in the 

network simulation in terms of the communication cost. 

We also discuss its efficiency when implemented with 

specific parameters and com- pare these r e s u l t s  with 

t h o s e  o b t a i n e d  by the other schemes. 

 

 

5.1 Key Escrow and Revocation 

Table 1  shows   the r e v o c a t i o n  granularity 

and   key escrow prob lem of each scheme.  The 

rekeying in the proposed scheme can be done in an 

immediate way as opposed to BSW. Therefore, a  user 

can be revoked at any time even before the expiration 

time which might be set to the attribute. This enhances 

security of the shared data in terms of the 

backward/forward secrecy by reducing the windows of 

vulnerability. In addition, the proposed scheme r e a l i z e s  

mo r e  fine-grained user revocation for each attribute 

rather than for the whole system. Thus,  even  if a  user  

drops   some  attributes during the service in the 

proposed scheme,  he can still access the data  with  other  

attributes that he is holding as long as they satisfy  the 

a ccess policy. The proposed scheme a l s o  resolves t h e  

key escrow prob lem due to  the escrow-free key issuing 

protocol exploiting secure 2PC protocol a s  opposed to 

the other schemes. 

 

 

TABLE 1: Key escrow and revocation comparison 

 

 

 

 

 

 

 

5.2   Efficiency 

 

     C0 bit size of an element in G0 

C1 bit size of an element in G1 

Cp  bit size of an element in Z∗
 

CT bit size of an access tree T in the ciphertext 

Ck  bit size of a set of attributes associated  

            with  private key of a user 

t the number of attributes appeared in T 

T the maximum size allowed for t  

m  the number of users in an attribute group 

r the number of revoked users 

k  the number of attributes associated with private key              

of a user 

K the maximum size allowed for k  

u  the size of the attribute universe 
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TABLE 2: Efficiency comparison 

Scheme 
Revocation 

granularity 
Key escrow 

BSW 

timed 

attribute 

revocation 

yes 

BCP-ABE2 

immediate 

user 

revocation 

yes 

YWRL 

immediate 

user 

revocation 

yes 

Proposed 

immediate 

user 

revocation 

No 

 

As shown in Table 2, the proposed scheme 

requires ciphertext size of (2t + 1)C0 + C1 + CT , which is 

the same as that of BSW.  

The proposed scheme requires rekeying message 

(Hdr) size of (m + 2)C0 to realize the user revocation for 

each attribute in the system. In the proposed scheme, each 

user stores one more private KEK for decrypting the 

rekeying messages and obtaining attribute group keys than 

the basic BSW scheme. YWRL incurs high communication 

and storage overhead compared to the other schemes in all 

aspects, of which size are linear to the number of the whole 

attributes in the system. In YWRL, the KGC should send 

2u proxy keys to the data server, and 2u key components to 

m users on every revocation in order to re-encrypt the 

ciphertext and prevent any revoked users from decrypting 

it.  

Although BCPABE2 does not need to send 

additional rekeying message for user revocations as 

opposed to the other schemes, it requires ciphertext of 

which size increases in proportion to the number of 

revoked users in the system. The proposed scheme is as 

efficient as BSW in terms of the ciphertext and public key 

size, while guaranteeing immediate rekeying. 

5.3 Simulation 

Now we measure the communication cost of the 

schemes. In this simulation, we consider the online data 

sharing system connected into the Internet. Almeroth et al.  

demonstrated the group behavior in the Internet’s multicast 

backbone network . 

They showed that the number of users joining a 

multicast group follows a Poisson distribution with rate ˜λ, 

and the membership duration time follows an exponential 

distribution with a mean duration 1/μ. Since each attribute 

group can be seen as an  independent network multicast 

group where the members of the group share a common 

attribute, we show the simulation result following this 

probabilistic behavior distribution 

 

 

 

 

 

 

 

 

 

     Fig. 4. The number of users in an attribute 

group 

 

 

 

 

 

 

 

 

              Fig. 5. Communication cost in the system 

We suppose that user join and leave events are 

independently and identically distributed in each attribute 

group in G following Poisson distribution. The membership 

duration time for an attribute is assumed to follow an 

exponential distribution. We set the inter arrival time between 

users as 20 minutes (˜λ = 3) and the average membership 

duration time as 20 hours (1/μ = 20). Fig. 4 represents the 

number of users in a single attribute group during 100 hours. 

The solid line and dotted line represent the number of current 

valid users and accumulated revoked users in an attribute 

group, respectively. Fig. 5 shows the total communication 

costs in log scale that the data owner or the data storing 

center needs to send on a membership change in the network 

system. It includes the ciphertext and rekeying messages for 

non-revoked users. It is measured in bits. For a fair 

comparison with regard to the security perspective, we set the 

rekeying periods in BSW as 1/˜λ minutes. In this simulation, 

the total number of users in the network is 9150 and the 

number of attributes to be updated in the system is 30(= t). 

We set u = 100. To achieve an 80-bit security level, we set 

C0 = 512, Cp = 160. C1 and CT are not added to the 

simulation result because they are common in all of the 

schemes. As it is shown in Fig. 5, YWRL requires the largest 

amount of communication cost because the rekeying message 
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increases linear to the size of the attribute universe in the 

whole system. The communication cost in BCP-ABE2 is the 

lowest in the beginning of the simulation time.  

 

 

Table 3: Comparison of computation cost 

 

Operation Time(ms) BSW BCP-ABE2 YWRL Proposed scheme 

owner user owner user owner user owner user 

Pairing 2.9  2k + 1  2t + 2r + 1  u + 1  2k + 2 

Exp. in G0 1.0 2t + 1  (K + T + 

2)t +3r + 1 

 u + 1 k 2t + 1 mk 

Exp. in G1 0.2 1 logt 1 t + r 1  1 logt 

Computation (ms) 2t + 1.2 5.8k + 

2.9+0.2logt 

(K + T + 

2)t+3r + 

1.2 

6t + 6r+2.9 u + 

1.2 

2.9u + 

k+2.9 

2t + 1.2 (5.8 + m)k+ 

0.2logt + 5.8 

 

5.4   Implementation 

 Next, we analyze and measure the computation cost 

for encrypting (by a data owner) and decrypting (by a user) 

a data. The decryption cost by a user includes the operations 

for decrypting the rekeying message as well as the data (in and 

the proposed scheme). We used a Type A curve (in the 

pairing-based cryptography (PBC) library ) providing 

groups in which a bilinear map e : G0 × G0  → G1  is 

defined. Although such curves provide  good 

computational  efficiency (especially for  pairing  

computation),  the same does not hold from the point of 

view of the space required to represent group elements. 

Indeed each element of G0 needs 512 bits at an 80-bit 

security level and 1536 bits when 128-bit of security are 

chosen. 

Table 3 shows the computational  time results. For 

each operation, we include a benchmark timing. Each 

cryptographic  operation was implemented using the PBC 

library ver. 0.4.18  on a 3.0 GHZ processor PC. The public  key 

parameters were selected to provide 80-bit security level. 

The implementation uses a 160- bit  elliptic  curve group  

based on the super singular curve y2   = x3  + x  over a 

512-bit finite  field.  The computational cost is analyzed in 

terms of the pairing, exponentiation operations in G0 and G1. 

The comparatively negligible hash operations are ignored in 

the time result. In this analysis, we assume that the access tree 

in the ciphertext is a binary tree. 

6. Security 

In this section, we prove the security of the 

proposed scheme with regard to the security requirements 

dis- cussed in Section 2. 

6.1   Collusion Resistance 

In the ciphertext-policy attribute based encryption; 

the secret sharing must be embedded into the ciphertext 

instead to the private keys of users. Like the previous ABE  

 

schemes,  the private keys (SK) of users are 

randomized with personalized random values selected by 

the KGC such that they cannot be combined in the proposed 

scheme. In order to decrypt a cipher- text, the colluding  

attacker should recover e(g, g)αs. To recover this, the 

attacker must pair  Cy  from  the ciphertext and Dy  from 

the other colluding users’ private keys for an attribute λy. 

 

6.2 Data Confidentiality 

In our trust model, the KGC is no longer fully  

trusted as well  as the data storing  center even if  they are 

honest. Therefore, the plain data to be shared should be kept 

secret from them as well as from unauthorized users. 

6.3   Backward and Forward Secrecy 

When a user comes to hold  a set of attributes 

that satisfy the access policy in the ciphertext at some time 

instance, the corresponding attribute group keys are updated 

and delivered to the valid attribute group members securely 

(including the user). In addition, all of the components 

encrypted with a secret key s in the ciphertext are re-

encrypted by the data storing center with a new secret si, 

and the ciphertext components corresponding to the 

attributes are also re-encrypted with the updated attribute 

group keys. Even if the user has stored the previous 

ciphertext before he obtains the attribute keys and the 

holding attributes satisfy the access policy, he cannot decrypt 

the pervious ciphertext.  
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7. Conclusion 

The enforcement of access policies and the 

support of  policy  updates are important  challenging  

issues in  the data sharing systems. In  this study,  we pro- 

posed a attribute-based data sharing scheme to en- force a 

fine-grained data access control by exploiting the 

characteristic of the data sharing system. The proposed 

scheme features a key issuing mechanism that removes key 

escrow during  the key generation. The user secret keys are 

generated through  a secure two-party  computation such that 

any curious key generation center or data storing center 

cannot derive the private keys individually. Thus, the 

proposed scheme enhances data privacy and confidentiality  

in the data sharing system against any system managers as 

well as adversarial outsiders without  corresponding 

(enough) credentials. The proposed scheme can do an 

immediate  user revocation on each attribute set while 

taking full  advantage of the scalable  access control provided 

by the ciphertext policy attribute- based encryption.  

Therefore, the  proposed  scheme achieves more  secure and  

fine-grained  data access control in the data sharing system. 

We demonstrated that the proposed scheme is efficient and 

scalable to securely manage user data in the data sharing 

system. 
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